
firewalld

HostA HostB HostC HostD

ssh cloud_user@<PUBLIC_IP_ADDRESS>



sudo -i

HostA httpd

[root@HostA ~]# dnf upgrade httpd -y

httpd

[root@HostA ~]# dnf versionlock list
httpd

[root@HostA ~]# dnf versionlock delete httpd

httpd

[root@HostA ~]# dnf upgrade httpd -y

[root@HostA ~]# dnf versionlock add httpd

HostA /opt/

[root@HostA ~]# cd /opt/

ls yaga_app

valgrind

[root@HostA ~]# valgrind -v

valgrind

[root@HostA ~]# dnf install valgrind -y

yaga_app

[root@HostA ~]# valgrind ./yaga_app

--leak-
check=full --show-leak-kinds=all

[root@HostA ~]# valgrind --leak-check=full --show-leak-
kinds=all ./yaga_app



[root@HostA ~]# valgrind --leak-check=full --show-leak-
kinds=all --log-file=/opt/reports/yaga_memcheck ./yaga_app

[root@HostA ~]# ls reports/

HostD

[root@HostD ~]# pcp atop

PID

<Process_ID> PIDs

[root@HostD ~]# kill -9 <PROCESS_ID>

[root@HostD ~]# pcp atop

HostA HostB HostB
HostA

HostB rsyslog.conf

[root@HostB ~]# cat /etc/rsyslog.conf
514

rsyslog

[root@HostB ~]# systemctl status rsyslog

HostB

[root@HostB ~]# firewall-cmd --list-all
rsyslog

514

[root@HostB ~]# firewall-cmd --permanent --add-port=514/tcp



[root@HostB ~]# firewall-cmd --reload

rsyslog

[root@HostB ~]# systemctl restart rsyslog

HostA rsyslog

[root@HostA ~]# systemctl status rsyslog

[root@HostA ~]# systemctl restart rsyslog

[root@HostA ~]# systemctl status rsyslog

HostB

[root@HostA ~]# logger test -p user.emerg
HostA HostB

HostA HostB

[root@HostB ~]# tail /var/log/hosts/HostA.log
test

dnf HostB

vim

[root@HostB ~]# dnf install vim -y

Packages

rpm

[root@HostB ~]# cd /var/lib/rpm

Packages

[root@HostB ~]# /usr/lib/rpm/rpmdb_verify Packages

[root@HostB ~]# rm -rf /var/lib/rpm/__db*

Packages Packages

[root@HostB ~]# mv Packages Packages.bak

Packages



[root@HostB ~]# /usr/lib/rpm/rpmdb_dump Packages.bak | /usr/
lib/rpm/rpmdb_load Packages

Packages

[root@HostB ~]# /usr/lib/rpm/rpmdb_verify Packages

[root@HostB ~]# rpm --rebuilddb

vim

[root@HostB ~]# dnf install vim -y

echo /etc/yum/vars/releasever

[root@HostB ~]# echo "8" > /etc/yum/vars/releasever

vim

HostB pmcd

[root@HostB ~]# systemctl start pmcd
Transaction order is cyclic

pmlogger

[root@HostB ~]# systemctl start pmlogger

pmcd

[root@HostB ~]# systemctl status pmcd
dependency.conf Drop-In

pmlogger

[root@HostB ~]# systemctl status pmlogger
Drop-In

pmlogger pmcd

[root@HostB ~]# cat /etc/systemd/system/pmlogger.service.d/
dependency.conf
[root@HostB ~]# cat /etc/systemd/system/pmcd.service.d/
dependency.conf

pmcd



[root@HostB ~]# rm /etc/systemd/system/pmcd.service.d/
dependency.conf

y

pmlogger

[root@HostB ~]# systemctl start pmlogger

daemon-reload

[root@HostB ~]# systemctl daemon-reload

pmlogger

[root@HostB ~]# systemctl start pmlogger
pmcd

pmcd

[root@HostB ~]# systemctl status pmcd

HostC fstab

[root@HostC ~]# cat /etc/fstab
/images

/images

[root@HostC ~]# mount /images/

[root@HostC ~]# xfs_repair /dev/nvme1n1p1

/images

[root@HostC ~]# mount /images/

/images

[root@HostC ~]# ls /images/

HostD /data/



[root@HostD ~]# mount /data/
/dev/mapper

fstab

[root@HostD ~]# cat /etc/fstab
mount

/etc/crypttab

[root@HostD ~]# cat /etc/crypttab
luks /root/secret.key

[root@HostD ~]# lsblk
luks

cryptsetup luks-vgdata-lvdata

[root@HostD ~]# cryptsetup luksOpen /dev/mapper/vgdata-lvdata 
luks-vgdata-lvdata --key-file /root/secret.key

/
root/secret.key

YES

[root@HostD ~]# cryptsetup luksHeaderRestore /dev/mapper/
vgdata-lvdata --header-backup-file /opt/backups/vgdata-
lvdata.header

luksOpen

[root@HostD ~]# cryptsetup luksOpen /dev/mapper/vgdata-lvdata 
luks-vgdata-lvdata --key-file /root/secret.key

/data

[root@HostD ~]# mount /data/

/data/

[root@HostD ~]# ls /data/

httpd

HostB httpd

[root@HostB ~]# systemctl status httpd

[root@HostB ~]# systemctl start httpd
[root@HostB ~]# systemctl status httpd



[root@HostB ~]# systemctl status httpd

httpd

[root@HostB ~]# ll /var/log/httpd

[root@HostB ~]# ausearch -m avc -ts recent

[root@HostB ~]# semanage fcontext -l | grep /var/log/httpd

[root@HostB ~]# ls -Z /var/log | grep httpd
httpd_config httpd_log

restorecon -Rv /var/log/httpd

httpd

[root@HostB ~]# systemctl start httpd
[root@HostB ~]# systemctl status httpd

HostA

[root@HostA ~]# systemctl enable --now kdump

HostD HostA

HostD HostA http://
ip-10-0-1-101/index.html HostD

[root@HostD ~]# curl http://ip-10-0-1-101/index.html

curl

[root@HostD ~]# curl 10.0.1.101

ssh HostA

[root@HostD ~]# ssh cloud_user@10.0.1.101



[root@HostD ~]# ssh cloud_user@10.0.1.101

[cloud_user@HostA ~]$ sudo -i

80

[root@HostA ~]# firewall-cmd --list-all

httpd

[root@HostA ~]# firewall-cmd --permanent --zone=public --add-
service=http

[root@HostA ~]# firewall-cmd --reload

exit HostD

curl

[root@HostD ~]# curl 10.0.1.101

[root@HostD ~]# curl http://ip-10-0-1-101/index.html

nsswitch

[root@HostD ~]# cat /etc/nsswitch.conf
hosts dns

authselect

[root@HostD ~]# authselect current
sssd

/etc/sssd/conf.d

[root@HostD ~]# ls /etc/sssd/conf.d

nsswitch

[root@HostD ~]# vim /etc/nsswitch.conf

hosts dns i

hosts:    files dns myhostname

:wq

[root@HostD ~]# curl http://ip-10-0-1-101/index.html



[root@HostD ~]# curl http://ip-10-0-1-101/index.html

HostC cloud_user
astrongpass

[root@HostC ~]# smbclient -U cloud_user -L localhost

[root@HostC ~]# cat /var/log/samba/log.smbd

[root@HostC ~]# ls /etc/pam.d/
samba

[root@HostC ~]# cat /etc/pam.d/samba

samba

[root@HostC ~]# rpm -V samba

[root@HostC ~]# mv /etc/pam.d/samba /etc/pam.d/samba.bak

samba

[root@HostC ~]# dnf reinstall samba -y

[root@HostC ~]# cat /etc/pam.d/samba
auth account

astrongpass

[root@HostC ~]# smbclient -U cloud_user -L localhost

y

[root@HostC ~]# rm /etc/pam.d/samba.bak

HostA packet.pcap

[root@HostA ~]# cd /opt/reports/pcap/



[root@HostA ~]# cd /opt/reports/pcap/
[root@HostA ~]# ls

testuser01

wireshark

[root@HostA ~]# dnf install wireshark -y

tshark packet.pcap

[root@HostA ~]# tshark -r packet.pcap | less
q

tshark

[root@HostA ~]# man tshark
-x tshark

tshark -x

[root@HostA ~]# tshark -xr packet.pcap | less

testuser

/testuser
password

mypaSSword

echo

[root@HostA ~]# echo "mypaSSword" > password

[root@HostA ~]# cat password
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